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This is an individual practical lab-test, held under examination conditions. You will be assigned
three Switches and a Router; you should configure these devices based on the given
specifications.

This paper is marked out of 100.

You will have 2 hours to complete this task.
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TOPOLOGY DIAGRAM

R ——
e SR el oF i)
VLAN10 VLAN20
VLAN 10 — Students: 172.16.10.0/24
VLAN 20 — Staff: 172.16.20.0/24

VLAN 99 — Management:  172.16.99.0/24
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Addressing Table

Device

Interface

IP Address

Subnet Mask

-

(10 marks)

Default Gateway

Ge0/0.10 | LAY 62-O0 | Y4955 355 OF N/A e 3
R1 Ge0/0.20 | (). 1692 .0.5| Yy 55 1553559 N/A il
Ge0/0.99 | {(9)[64. {o- 10| 255 }55 3550 ¥ N/A \__/
S1 VLAN99 172.16.99.1 25525572550 172.16.99.254
S2 VLAN99 172.16.99.2 255.255.255.0 172.16.99.254
S3 VLANO99 172.16.99.3 255.255.255.0 172.16.99.254
PC1 NIC | AU 255955 0-O A
PC2 NIC 169 35UIYS N 5355 0 A
Port Assignments
S1
Ports Assignment Network
Fa0/2 — 0/5 802.1q Trunks (Native VLAN 99) 172.16.99.0
Fa0/1 VLAN 10 (Students) 172.16.10.0
S2
Ports Assignment Network
Fa0/2 — 0/5 802.1q Trunks (Native VLAN 99) 172.16.99.0
Fa0/1 VLAN 20 (Staff) 172.16.20.0
S3
Ports Assignment Network
Fa0/1 — 0/5 802.1q Trunks (Native VLAN 99) 172.16.99.0
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Task 1: Prepare the Network (5 marks) /9~ ._“
o /
Step 1: Cable a network that is similar to the one in the topology diagram. Fv\
Step 2: Clear any existing configurations on the devices.
Task 2: Perform Basic Device Configurations (10 marks)
Configure the S1, S2, and S3 switches and R1 router according to the following guidelines:

' Configure the hostname., -
o Disable DNS lookup. -

2 Configure an EXEC mode password. —
¢/ Configure a message-of-the-day banner. -
v

o Configure a password for console connections:”

m\ Configure synchronous logging..

v . .
e Configure a password for vty connections.—

/" Enable service password encryption. _~
nuw
Task 3: Router and Switch configuration instructions giw:@

1+~ Configure S3 as a VTP server, and S1 & S2 as VTP clients in the example.com domain. v
Set the VTP password to ‘cisco’.

2, _fonfigure EtherChannel between the switches as per the topology diagram.

8. Create VLANSs 10, 20 & 99, and name as required.

4.~ Assign ports to appropriate VLANSs as shown in the Port Assignments table.

W\ A\UosmmE.o RSTP PVST+ on all switches. 1/

d.\OozmmE.o S3 to be the primary root for all VLANs and S1 to be secondary. .~
&onmmﬁd PortFast and BPDU Guard on the interface connected to PC1 and PC2.

m\oummﬁo S1 as a DHCP server to provide IP addresses and default mmﬂoémwm touserson b

VLAN 10 & 20. Verify all PCs receive IP address details. Sl ohd. o T
\ CAeon J.. { =v l.b.r.
9. Configure management IP addresses for all network switches in <F>Z 99, and configure &
them for Telnet access. No oddforer -
-
e |
€5 )
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10. Configure router-on-a-stick inter-VLAN routing.

11. Configure subinterfaces on R1 to operate on VLAN 10, 20, and 99 with the address from
the Address table.

Task 4: After configuring each host computer, record the host network settings with the

ipconfig /all command.
(15 marks)

Host PC1 Network Configuration
Description Broadesm Nothne G E|
Physical Address  [73.38-C 8- BO-&1-F |«
IP Address (61- 2%Y4.2735-19 L o<
Subnet Mask L5 - 3550 0 -
Default Gateway - s
Host PC2 Network Configuration )
Description Corvadeom Neble MGE |~
Physical Address |72¢-33-¢3-Ag-91- DY —
IP Address JE Y WABL T s
Subnet Mask S5 -5 %ﬂ 0.0 [
Default Gateway o =<
Host PC3 Network Configuration
Description > e D
Physical Address ] e e
..mZQ&@Wm/ 5l || gt~ ool N
SubnetMask™<_ P <
Default Gateway >

s
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Task 5: Document the Configurations ﬁm\ marks)

copy the files correctly.

On each device, issue the following commands and capture the configurations. Save the file as
maiaonmEanE.:mEml—u:c.Qa

show run

sh ip int brief

sh ip route

sh vlan

sh int trunk

sh Spanning-tree

sh etherchannel summary

sh vtp statug
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R1#
R1#sh run
Building configuration...

Current configuration : 1367 bytes
|

I Last configuration change at 14:18:27 UTC Thu May 12 2016

I NVRAM config last updated at 13:17:12 UTC Thu May 12 2016
|

version 15.4

service timestamps debug datetime msec

service timestamps log datetime msec

service password-encryption

I

hostname R1

!

boot-start-marker

boot-end-marker

!

!

enable secret 5 $1$NOpg$qz/IEHa4UzR.erflql.ly0
!

no aaa new-model

no ip domain lookup

ip cef

no ipv6 cef

multilink bundle-name authenticated
!

I

cts logging verbose

!

I

license udi pid CISC0O2901/K9 sn FCZ1930C0TB
I

fedu ndancy
!
!
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interface Embedded-Service-Engine0/0
no ip address

shutdown

|

interface GigabitEthernet0/0
no ip address

shutdown

duplex auto

speed auto

|

interface GigabitEthernet0/1
ip address dhcp

duplex auto

speed auto

|

interface Serial0/0/0

no ip address

shutdown

clock rate 2000000

|

interface Serial0/0/1

no ip address

shutdown

clock rate 2000000

|

ip forward-protocol nd
|

no ip http server
no ip http secure-server

control-plane
I

banner motd *"C

Unauthorized access prohibitedC
|

line con 0

password 7 01100F175804

login

line aux 0

line 2

no activation-character

no exec

transport preferred none
transport output pad telnet rlogin lapb-ta mop udptn v120 ssh
stopbits 1
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linevty 04

password 7 13061E010803
login

transport input none

1

scheduler allocate 20000 1000
!

end

R1#

R1#

R1#

R1#

R1#

R1#

R1#

R1#

R1#

R1#

R1#

R1#

R1#sh ip int br

Interface IP-Address  OK? Method Status Protocol

Embedded-Service-Engine0/0 unassigned  YES unset administratively down down

GigabitEthernet0/0 unassigned  YES unset administratively down down

GigabitEthernet0/1 unassigned  YES manual down down

Serial0/0/0 unassigned  YES unset administratively down down

Serial0/0/1 unassigned  YES unset administratively down down

R1#

R1#

R1#

R1#

R1#

R1#

R1#

R1#

R1#

R1#

R1#

R1#

R1#sh ip route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2
i - 1S-1S, su - IS-1S summary, L1 - IS-IS level-1, L2 - 1S-IS level-2
ia - IS-1S inter area, * - candidate default, U - per-user static route
0 - ODR, P - periodic downloaded static route, H - NHRP, | - LISP
a - application route
+ - replicated route, % - next hop override

Gateway of last resort is not set

R1#
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R1#
R1#
R1#
R1#
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Sl1#sh run
Building configuration...

Current configuration : 2310 bytes
|

I Last configuration change at 01:31:07 UTC Mon Mar 1 1993
|

version 15.0

no service pad

service timestamps debug datetime msec

service timestamps log datetime msec

service password-encryption

[

Hostname Sl

!

boot-start-marker

boot-end-marker

!

enable secret 5 $1519Rg$agn/yOlU01SOLvDV 4fn9S0
!

no aaa new-model

system mtu routing 1500

ip dhcp excluded-address 172.16.99.1
|

ip dhcp pool dhepl

network 192.168.1.0 255.255.255.0
default-router 192.168.1.1
dns-server 192.168.1.9

lease 3

|

|

ho ip domain-lookup
!
!
!
!
!
!
!
!
|

épanni ng-tree mode rapid-pvst
spanning-tree extend system-id
spanning-tree vian 1,10,20,99 priority 28672
[

;/Ian internal allocation policy ascending
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interface Port-channel 1
switchport trunk native vlian 99
switchport mode trunk

|

interface Port-channel 3
switchport trunk native vlian 99
switchport mode trunk

|

interface FastEthernet0/1
switchport mode access
spanning-tree portfast
spanning-tree bpduguard enable
|

interface FastEthernet0/2
switchport trunk native vlian 99
switchport mode trunk
channel-group 1 mode auto

|

interface FastEthernet0/3
switchport trunk native vian 99
switchport mode trunk
channel-group 1 mode auto

|

interface FastEthernet0/4
switchport trunk native vlian 99
switchport mode trunk
channel-group 3 mode desirable
|

interface FastEthernet0/5
switchport trunk native vlian 99
switchport mode trunk
channel-group 3 mode desirable
|

interface FastEthernet0/6
|

interface FastEthernet0/7
|

interface FastEthernet0/8
|

interface FastEthernet0/9
|

interface FastEthernet0/10
|

interface FastEthernet0/11
|

interface FastEthernet0/12
|

interface FastEthernet0/13
|

interface FastEthernet0/14
|

interface FastEthernet0/15
|

interface FastEthernet0/16
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interface FastEthernet0/17
|

interface FastEthernet0/18
|

interface FastEthernet0/19
|

interface FastEthernet0/20
|

interface FastEthernet0/21
|

interface FastEthernet0/22
|

interface FastEthernet0/23
|

interface FastEthernet0/24
|

interface GigabitEthernet0/1
!
interface GigabitEthernet0/2
|

interface Vianl

no ip address

!

ip http server

ip http secure-server
|

banner motd *C
Unauthorized access prohibited*C
|

line con O

password 7 02050D480809
logging synchronous

login

linevty 04

password 7 02050D480809
logging synchronous

login

linevty 515

login

|

end

Sl#
Sl#
S1#
Sl#
Sl#
Sl#
S1#
Sl#
Sl#
Sl#
S1#
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Sl#

Sl#

S1#

S1#

S1#

Sl#

S1#

S1#

S1#

Sl#

S1#

S1#

S1#

S1#

S1#

S1#

S1#

S1#

Sl#shipint br

Interface IP-Address OK? Method Status Protocol
Vlanl unassigned  YESunset up up
FastEthernet0/1 unassigned  YESunset up up
FastEthernet0/2 unassigned  YESunset up up
FastEthernet0/3 unassigned  YESunset up up
FastEthernet0/4 unassigned  YESunset up up
FastEthernet0/5 unassigned  YESunset up up
FastEthernet0/6 unassigned  YES unset down down
FastEthernet0/7 unassigned  YESunset down down
FastEthernet0/8 unassigned  YES unset down down
FastEthernet0/9 unassigned  YES unset down down
FastEthernet0/10  unassigned  YES unset down down
FastEthernetO/11  unassigned  YESunset down down
FastEthernet0/12  unassigned  YES unset down down
FastEthernet0/13  unassigned  YES unset down down
FastEthernet0/14  unassigned  YES unset down down
FastEthernet0/15  unassigned  YES unset down down
FastEthernet0/16  unassigned  YES unset down down
FastEthernet0/17  unassigned  YES unset down down
FastEthernet0/18  unassigned  YES unset down down
FastEthernet0/19  unassigned  YES unset down down
FastEthernet0/20  unassigned  YES unset down down
FastEthernet0/21  unassigned  YES unset down down
FastEthernet0/22  unassigned  YES unset down down
FastEthernet0/23  unassigned  YES unset down down
FastEthernet0/24  unassigned  YES unset down down
GigabitEthernet0/1  unassigned  YES unset down down
GigabitEthernet0/2 unassigned  YES unset down down
Port-channel 1 unassigned  YESunset up up
Port-channel 3 unassigned  YESunset up up

S1#

S1#

S1#

S1#

S1#
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Si#
S1#
S1#
S1#
Si#
S1#
S1#
S1#
Si#
S1#
S1#
S1#
Si#
S1#
S1#
S1#
Si#
S1#
S1#
Sl#sh ip route
A

% Invalid input detected at "' marker.

Sl#sh vlan

VLAN Name Status  Ports

1 default active Fa0/1, Fa0/6, Fa0/7, Fal/8
Fa0/9, Fa0/10, Fa0/11, Fa0/12
Fa0/13, Fa0/14, Fa0/15, Fa0/16
Fa0/17, Fa0/18, Fa0/19, Fa0/20
Fa0/21, Fa0/22, Fa0/23, Fa0/24
Gi0/1, Gi0/2

10 students active

20 staff active

99 management active

1002 fddi-default act/unsup

1003 token-ring-default act/unsup

1004 fddinet-default act/unsup

1005 trnet-default act/unsup

VLAN Type SAID MTU Parent RingNo BridgeNo Stp BrdgMode Transl Trans2
1 enet 100001 1500 - - - - -
10 enet 100010 1500 - - - - -
20 enet 100020 1500 - - - - -
99 enet 100099 1500 - - - - -

VLAN Type SAID MTU Parent RingNo BridgeNo Stp BrdgMode Transl Trans2

1002 fddi 101002 1500 - - - - - 0O O
1003 tr 101003 1500 - - - - sb 0 O
1004 fdnet 101004 1500 - - - leee - 0O O
1005 trnet 101005 1500 - - - ibm - 0O O
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Remote SPAN VLANS

Sli#
S1#
Si#
Si#
Sl1#
S1#
Si#
Si#
Sl1#
S1#
Si#
Si#
Sl1#
S1#
Si#
Si#
Sl1#
S1#
Si#
Si#
Sl1#
S1#
Si#
Si#
Sl1#
S1#
Si#
Sl#sh valn
N

% Invalid input detected at "' marker.

Sl#sh vlan

VLAN Name Status  Ports

1 default active Fa0/1, Fa0/6, Fa0/7, Fal/8
Fa0/9, Fa0/10, Fa0/11, Fa0/12
Fa0/13, Fa0/14, Fa0/15, Fa0/16
Fa0/17, Fa0/18, Fa0/19, Fa0/20
Fa0/21, Fa0/22, Fa0/23, Fa0/24
Gi0/1, Gi0/2

10 students active

20 staff active

99 management active

1002 fddi-default act/unsup

1003 token-ring-default act/unsup
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1004 fddinet-default act/unsup
1005 trnet-default act/unsup

VLAN Type SAID MTU Parent RingNo BridgeNo Stp BrdgMode Transl Trans2
1 enet 100001 1500 - - - - -
10 enet 100010 1500 - - - -
20 enet 100020 1500 - - - - -
99 enet 100099 1500 - - - - -

VLAN Type SAID MTU Parent RingNo BridgeNo Stp BrdgMode Transl Trans2

1002 fddi 101002 1500 - - - - - 0O O
1003tr 101003 1500 - - - - sb 0 O
1004 fdnet 101004 1500 - - - ieee - 0 O
1005 trnet 101005 1500 - - - ibm - 0O O

Remote SPAN VLANS

Sl#
SI#
Sl#
Sl#
Sl#
SI#
Sl#
Sl#
Sl#
SI#
Sl#
Sl#
Sl#
SI#
Sl#
Sl#
Sl#
S1#
Sl#
Sl#
Sl#
S1#
Sl#
Sl#
Sl#
S1#
Sl#
Sl#
Sl#
S1#
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Sl#

Sl#

Sl#sh int tru

Sl#sh int trunk

Port Mode Encapsulation Status Native vlan
Pol on 802.1q trunking 99

Po3 on 802.1q trunking 99

Port Vlans allowed on trunk

Pol 1-4094

Po3 1-4094

Port Vlans allowed and active in management domain
Pol 1,10,20,99
Po3 1,10,20,99

Port Vlans in spanning tree forwarding state and not pruned
Pol 1,10,20,99
Po3 1,10,20,99
Si#
Si#
S1#
Sl#
Si#
Si#
S1#
Sl#
Si#
Si#
S1#
Sl#
Si#
Si#
S1#
Sl#
Si#
Si#
S1#
Sl#
Si#
Si#
S1#
Sl#
Si#
Si#
S1#
Sl#
Si#
Si#
S1#
Sl#
Si#
Si#
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Sl#sh sp
Sl1#sh spanning-tree

VLANOOO1
Spanning tree enabled protocol rstp
Root ID  Priority 24577
Address 84b5.1773.c200
Cost 12
Port 64 (Port-channel1)
Hello Time 2sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 28673 (priority 28672 sys-id-ext 1)
Address 84b5.1773.e880
Hello Time 2sec Max Age 20 sec Forward Delay 15 sec
Aging Time 300 sec

Interface Role StsCost  Prio.Nbr Type
Fa0/1 Desg FWD 19 128.1 P2p Edge
Pol Root FWD 12 128.64 P2p

Po3 Desg FWD 12 128.80 P2p
VLANOO10

Spanning tree enabled protocol rstp
Root ID Priority 24586
Address  84b5.1773.c200
Cost 12
Port 64 (Port-channel1)
Hello Time 2sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 28682 (priority 28672 sys-id-ext 10)
Address 84b5.1773.e880
Hello Time 2sec Max Age 20 sec Forward Delay 15 sec
Aging Time 300 sec

Interface Role StsCost  Prio.Nbr Type
Pol Root FWD 12 128.64 P2p
Po3 Desg FWD 12 128.80 P2p
VLANOO20

Spanning tree enabled protocol rstp
Root ID Priority 24596
Address  84b5.1773.c200
Cost 12
Port 64 (Port-channel1)
Hello Time 2sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 28692 (priority 28672 sys-id-ext 20)
Address 84b5.1773.e880

file://IC|/...Dropbox/L AN-Arya/February%20016/M odul €2620box/L AN%20PRA CTI CA L %20-%2012-05-2016/lan/M asroor/masroor%20S1.txt[ 06/06/2016 12:13:35]



Hello Time 2sec Max Age 20 sec Forward Delay 15 sec
Aging Time 300 sec

Interface Role StsCost  Prio.Nbr Type

Pol Root FWD 12 128.64 P2p
Po3 Desg FWD 12 128.80 P2p
VLANO099

Spanning tree enabled protocol rstp
Root ID Priority 24675
Address  84b5.1773.c200
Cost 12
Port 64 (Port-channel 1)
Hello Time 2sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 28771 (priority 28672 sys-id-ext 99)
Address 84b5.1773.e880
Hello Time 2sec Max Age 20 sec Forward Delay 15 sec
Aging Time 300 sec

Interface Role StsCost  Prio.Nbr Type
Pol Root FWD 12 128.64 P2p
Po3 Desg FWD 12 128.80 P2p

SI#
Sl#
Sl#
Sl#
SI#
Sl#
Sl#
Sl#
SI#
Sl#
Sl#
Sl#
S1#
Sl#
Sl#
Sl#
S1#
Sl#
Sl#
Sl#
S1#
Sl#
Sl#
Sl#
S1#
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Si#
S1#
S1#
S1#
Si#
S1#
S1#
S1#
Sl#sh eth
Sl#sh etherchannel sum
Sl1#sh etherchannel summary
Flags. D - down P - bundled in port-channel
| - stand-alone s - suspended
H - Hot-standby (LACP only)
R-Layer3 S- Layer2
U-inuse f - faledto alocate aggregator

M - not in use, minimum links not met
u - unsuitable for bundling

w - waiting to be aggregated

d - default port

Number of channel-groupsin use: 2
Number of aggregators: 2

Group Port-channel Protocol Ports

------ e GG LR EEE PR R PR
1 Pol(SU) PAgP  Fa0/2(P) Fa0/3(P)

3 Po3(SU) PAgP  Fa0/4(P) Fa0/5(P)

S1#

S1#

S1#

S1#

S1#

S1#

S1#

S1#

S1#

S1#

S1#

Sl#sh vtp ser

Sl#sh vtp st

Sl#sh vtp status

VTP Version capable :1to3
VTP version running 1

VTP Domain Name . example.com
VTP Pruning Mode : Disabled
VTP Traps Generation : Disabled
Device ID : 84b5.1773.e880
Configuration last modified by 0.0.0.0 at 3-1-93 00:25:34

Feature VLAN:
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VTP Operating Mode : Client
Maximum VLANS supported locally : 255

Number of existing VLANs . 8
Configuration Revision 3
MDS5 digest : 0x92 0x7C OxC1 0x25 0x43 0x32 Ox7F OxCF
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S2#sh run
Building configuration...

Current configuration : 2281 bytes
|

I Last configuration change at 01:48:22 UTC Mon Mar 1 1993
[

version 15.0

no service pad

service timestamps debug datetime msec

service timestamps log datetime msec

service password-encryption

|

Hostname S2

I
boot-start-marker
boot-end-marker
|

enable secret 5 $1$btHbSA MITx4SQo43gszmIHXPuQO
!

username admin password 7 094F471A1A0A

no aaa new-model

system mtu routing 1500

|

|
no ip domain-lookup

ip domain-name cisco.com
[

épanni ng-tree mode rapid-pvst
spanning-tree extend system-id

!

vlan internal alocation policy ascending
!

ip sshversion 1

|

interface Port-channel 2
switchport trunk native vlian 99
switchport mode trunk

!

interface Port-channel 3
switchport trunk native vlian 99
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switchport mode trunk

|

interface FastEthernet0/1
switchport access vlan 20
switchport mode access
Spanning-tree portfast
spanning-tree bpduguard enable
|

interface FastEthernet0/2
switchport trunk native vlian 99
switchport mode trunk
channel-group 3 mode auto

|

interface FastEthernet0/3
switchport trunk native vlian 99
switchport mode trunk
channel-group 3 mode auto

|

interface FastEthernet0/4
switchport trunk native vian 99
switchport mode trunk
channel-group 2 mode auto

|

interface FastEthernet0/5
switchport trunk native vlian 99
switchport mode trunk
channel-group 2 mode auto

|

interface FastEthernet0/6
|

interface FastEthernet0/7
I

interface FastEthernet0/8
|

interface FastEthernet0/9
I

interface FastEthernet0/10
|

interface FastEthernet0/11
I

interface FastEthernet0/12
|

interface FastEthernet0/13
I

interface FastEthernet0/14
|

interface FastEthernet0/15
I

interface FastEthernet0/16
|

interface FastEthernet0/17
I

interface FastEthernet0/18
!
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interface FastEthernet0/19
|

interface FastEthernet0/20
I

interface FastEthernet0/21
|

interface FastEthernet0/22
I

interface FastEthernet0/23
|

interface FastEthernet0/24
I

interface GigabitEthernet0/1
!
interface GigabitEthernet0/2
|

interface Vlanl

no ip address
shutdown

!

ip http server

ip http secure-server
|

banner motd *C
Unauthorized acces is stricly prohibited*C
|

line con O

password 7 13061E010803
logging synchronous

login

linevty 04

password 7 13061E010803
logging synchronous

login local

transport input ssh

linevty 515

login local

transport input ssh

|

end

S2#

S2#

S2#

S2#

S2#

S2#

S2#

S2#

S2#

S2#

S2#

S2#sh ip int br
Interface IP-Address OK? Method Status Protocol
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Vlanl unassigned
FastEthernet0/1 unassigned
FastEthernet0/2 unassigned
FastEthernet0/3 unassigned
FastEthernet0/4 unassigned
FastEthernet0/5 unassigned
FastEthernet0/6 unassigned
FastEthernet0/7 unassigned
FastEthernet0/8 unassigned
FastEthernet0/9 unassigned
FastEthernet0/10  unassigned
FastEthernet0/11  unassigned
FastEthernet0/12  unassigned
FastEthernet0/13  unassigned
FastEthernet0/14  unassigned
FastEthernet0/15  unassigned
FastEthernet0/16  unassigned
FastEthernet0/17  unassigned
FastEthernet0/18  unassigned
FastEthernet0/19  unassigned
FastEthernet0/20  unassigned
FastEthernet0/21  unassigned
FastEthernet0/22  unassigned
FastEthernet0/23  unassigned
FastEthernet0/24  unassigned
GigabitEthernet0/1  unassigned
GigabitEthernet0/2
Port-channel 2
Port-channel3 unassigned
S2#
S2#
S2#
S2#
S2#
S2#
S2#
S2#
S2#
S2#
S2#
S2#
S2#
S2#
S2#
S2#
S2#
S2#
S2#
S2#
S2#
S2#
S2#
S2#sh ip route

N

Y ES unset
Y ES unset
Y ES unset
Y ES unset
Y ES unset
Y ES unset
Y ES unset
Y ES unset
Y ES unset
Y ES unset
Y ES unset
Y ES unset
Y ES unset
Y ES unset
Y ES unset
Y ES unset
Y ES unset
Y ES unset
Y ES unset
Y ES unset
Y ES unset
Y ES unset
Y ES unset
Y ES unset

YES unset down
unassigned  YES unset down

up
up
up
up
up
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down

unassigned  YES unset down
YES unset up

up
up
up
up
up

YES unset administratively down down

down
down
down
down

down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down

down

up
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% Invalid input detected at "' marker.

S2#sh vlan

VLAN Name Status  Ports

1 default active Fa0/6, Fa0/7, Fa0/8, Fal/9
Fa0/10, Fa0/11, Fa0/12, Fa0/13
Fa0/14, Fa0/15, Fa0/16, Fa0/17
Fa0/18, Fa0/19, Fa0/20, Fa0/21
Fa0/22, Fa0/23, Fa0/24, Gi0/1
Gi0/2

10 students active

20 staff active Fa0/l

99 management active

1002 fddi-default act/unsup

1003 token-ring-default act/unsup

1004 fddinet-default act/unsup

1005 trnet-default act/unsup

VLAN Type SAID MTU Parent RingNo BridgeNo Stp BrdgMode Transl Trans2
1 enet 100001 1500 - - - - - 0 O
10 enet 100010 1500 - - - - - 0O O
20 enet 100020 1500 - - - - - 0 O
99 enet 100099 1500 - - - - - 0O O

VLAN Type SAID MTU Parent RingNo BridgeNo Stp BrdgMode Transl Trans2

1002 fddi 101002 1500 - - - - - 0O O
1003 tr 101003 1500 - - - - sb 0 O
1004 fdnet 101004 1500 - - - ieee - 0O O
1005 trnet 101005 1500 - - - ibm - 0O O

Remote SPAN VLANS

S2#
S2#
S2#
S2#
S2#
S2#
S2#
S2#
S2#
S2#
S2#
S2#sh int trunk
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Port Mode Encapsulation Status Native vlan

Fa0/4  on 802.1q trunking 99
FaO/5  on 802.1q trunking 99
Po3 on 802.1q trunking 99
Port Vlans allowed on trunk

Fa0/4  1-4094

Fa0/5  1-4094

Po3 1-4094

Port Vlans allowed and active in management domain
Fa0/4  1,10,20,99
Fa0/5  1,10,20,99
Po3 1,10,20,99

Port Vlans in spanning tree forwarding state and not pruned
Fa0/4  1,10,20,99
Fa0/5  none

Po3 none

S2#

S24

S2#

S2#

S2#

S24

S2#

S2#

S2#

S24

S2#

S2#

S2#

S24

S2#

S2#

S2#sh spa

S2#sh spanning-tree

VLANOOO1
Spanning tree enabled protocol rstp
Root ID  Priority 24577
Address  84b5.1773.c200
Cost 19
Port 4 (FastEthernet0/4)
Hello Time 2sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32769 (priority 32768 sys-id-ext 1)
Address 84b5.176a.1100
Hello Time 2sec Max Age 20 sec Forward Delay 15 sec
Aging Time 300 sec

Interface Role Sts Cost  Prio.Nbr Type

Fa0/4 Root FWD 19 1284 P2p
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Fa0/5 Altn BLK 19 1285 P2p
Po3 Altn BLK 12 128.80 P2p

VLANOO010
Spanning tree enabled protocol rstp
Root ID Priority 24586
Address  84b5.1773.c200
Cost 19
Port 4 (FastEthernet0/4)
Hello Time 2sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32778 (priority 32768 sys-id-ext 10)
Address 84b5.176a.1100
Hello Time 2sec Max Age 20 sec Forward Delay 15 sec
Aging Time 300 sec

Interface Role StsCost  Prio.Nbr Type

Fa0/4 Root FWD 19 1284 P2p
Fa0/5 Altn BLK 19 1285 P2p
Po3 Altn BLK 12 128.80 P2p
VLANO0020

Spanning tree enabled protocol rstp
Root ID Priority 24596
Address  84b5.1773.c200
Cost 19
Port 4 (FastEthernet0/4)
Hello Time 2sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32788 (priority 32768 sys-id-ext 20)
Address 84b5.176a.1100
Hello Time 2sec Max Age 20 sec Forward Delay 15 sec
Aging Time 300 sec

Interface Role StsCost  Prio.Nbr Type

Fa0/1 DesyFWD 19  128.1 P2p Edge
Fa0/4 Root FWD 19 1284 P2p
Fa0/5 AltnBLK 19 1285 P2p

Po3 AltnBLK 12 128.80 P2p
VLANO099

Spanning tree enabled protocol rstp
Root ID Priority 24675
Address  84b5.1773.c200
Cost 19
Port 4 (FastEthernet0/4)
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Hello Time 2sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32867 (priority 32768 sys-id-ext 99)
Address 84b5.176a.1100
Hello Time 2sec Max Age 20 sec Forward Delay 15 sec
Aging Time 300 sec

Interface Role StsCost  Prio.Nbr Type
Fa0/4 Root FWD 19 1284 P2p
Fa0/5 Altn BLK 19 1285 P2p
Po3 Altn BLK 12 128.80 P2p

S2#

S2#

S24

S2#

S2#

S2#

S24

S2#

S2#

S2#

S24

S2#

S2#

S2#

S24#sh eth

S2#sh etherchannel su

S2#sh etherchannel summary

Flags. D - down P - bundled in port-channel
| - stand-alone s - suspended
H - Hot-standby (LACP only)
R-Layer3 S- Layer2
U-inuse f - faledto alocate aggregator

M - not in use, minimum links not met
u - unsuitable for bundling

w - waiting to be aggregated

d - default port

Number of channel-groupsin use: 2
Number of aggregators: 2

Group Port-channel Protocol Ports

------ e GG LR EEE PR R PR
2 Po2(SD) PAgGP  Fa0/4(l) Fao/s5(l)

3 Po3(SU) PAgP  Fa0/2(P) Fa0/3(P)

S2#

S24#
S2#
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S24

S2#

S2#

S2#

S24

S2#

S2#

S2#

S2#sh vtp status

VTP Version capable :1to3

VTP version running 1

VTP Domain Name . example.com
VTP Pruning Mode : Disabled
VTP Traps Generation : Disabled
Device ID : 84b5.176a.1100
Configuration last modified by 0.0.0.0 at 3-1-93 00:25:34

Feature VLAN:

VTP Operating Mode : Client

Maximum VLANS supported locally : 255

Number of existing VLANS : 8

Configuration Revision 3

MD5 digest : 0x92 0x7C 0xC1 0x25 0x43 0x32 0x7F OxCF
0x05 0xB0 0x68 0x95 0xB3 0x76 0x31 OxBC

S2#

S2#

S2#

S24

S2#

S2#

S2#

S24

S2#

S2#

S2#

S24
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S3#
S3#sh run
Building configuration...

Current configuration : 2244 bytes
|

I Last configuration change at 01:43:03 UTC Mon Mar 1 1993
|

version 15.0

no service pad

service timestamps debug datetime msec

service timestamps log datetime msec

service password-encryption

[

hostname S3

!
boot-start-marker
boot-end-marker
|

énable secret 5 $1$76BL $aEFRKI4UerJ33W5]QV Ay4/
!

username admin password 7 030752180500

no aaa new-model

system mtu routing 1500

|

!
no ip domain-lookup

ip domain-name cisco.com
|

spanning-tree mode rapid-pvst
spanning-tree extend system-id
spanning-tree vlan 1,10,20,99 priority 24576
|

;/Ian internal allocation policy ascending
|

in ssh version 1
!

interface Port-channel 1
switchport trunk native vlian 99

switchport mode trunk
!
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interface Port-channel 2
switchport trunk native vlian 99
switchport mode trunk

|

interface FastEthernet0O/1

!

interface FastEthernet0/2
switchport trunk native vian 99
switchport mode trunk
channel-group 1 mode desirable
!

interface FastEthernet0/3
switchport trunk native vlian 99
switchport mode trunk
channel-group 1 mode desirable
!

interface FastEthernet0/4
switchport trunk native vlian 99
switchport mode trunk
channel-group 2 mode auto

!

interface FastEthernet0/5
switchport trunk native vlian 99
switchport mode trunk
channel-group 2 mode auto

|

interface FastEthernet0/6
I

interface FastEthernet0/7
|

interface FastEthernet0/8
I

interface FastEthernet0/9
|

interface FastEthernet0/10
I

interface FastEthernet0/11
|

interface FastEthernet0/12
I

interface FastEthernet0/13
|

interface FastEthernet0/14
I

interface FastEthernet0/15
|

interface FastEthernet0/16
I

interface FastEthernet0/17
|

interface FastEthernet0/18
I

interface FastEthernet0/19
!
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interface FastEthernet0/20
|

interface FastEthernet0/21
I

interface FastEthernet0/22
|

interface FastEthernet0/23
I

interface FastEthernet0/24
|

interface GigabitEthernet0/1
!
interface GigabitEthernet0/2
|

interface Vianl

no ip address

!

interface VIan99

no ip address

!

ip http server

ip http secure-server
|

banner motd *C
Unauthorized access prohibited
"C

!

line con O

password 7 02050D480809
logging synchronous

login

linevty 04

password 7 02050D480809
logging synchronous

login local

transport input ssh

linevty 515

login local

transport input ssh

|

end
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S3#ship int br

Interface

Vlianl

Vl1an99

FastEthernetO/1 unassigned
FastEthernet0/2 unassigned
FastEthernet0/3 unassigned
FastEthernet0/4 unassigned
FastEthernet0/5 unassigned
FastEthernet0/6 unassigned
FastEthernet0/7 unassigned
FastEthernet0/8 unassigned
FastEthernet0/9 unassigned
FastEthernet0/10  unassigned
FastEthernet0/11  unassigned
FastEthernet0/12  unassigned
FastEthernet0/13  unassigned
FastEthernet0/14  unassigned
FastEthernet0/15  unassigned
FastEthernet0/16  unassigned
FastEthernet0/17  unassigned
FastEthernet0/18  unassigned
FastEthernet0/19  unassigned
FastEthernet0/20  unassigned
FastEthernet0/21  unassigned
FastEthernet0/22  unassigned
FastEthernet0/23  unassigned
FastEthernet0/24  unassigned
GigabitEthernetO/1  unassigned
GigabitEthernet0/2  unassigned
Port-channel 1

Port-channel 2

S3H#

S3#

S3#

S3#

S3H#

S3#

S3#

S3#

S3H#

S3#

S3#

S3#

S3#sh vlan

VLAN Name

1 default

IP-Address OK? Method Status
unassigned  YESunset up

unassigned  YESunset up

Y ES unset
Y ES unset
Y ES unset
Y ES unset
Y ES unset
Y ES unset
Y ES unset
Y ES unset
Y ES unset
Y ES unset
Y ES unset
Y ES unset
Y ES unset
Y ES unset
Y ES unset
Y ES unset
Y ES unset
Y ES unset
Y ES unset
Y ES unset
Y ES unset
Y ES unset
Y ES unset
Y ES unset

Y ES unset down
YES unset down

down
up
up
up
up
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down

unassigned  YESunset up
unassigned  YES unset down

Status Ports

up
up

Protocol

down
up
up
up
up
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down

up

active Fa0/1, Fa0/6, Fal/7, Fa0/8
Fa0/9, Fa0/10, Fa0/11, Fa0/12
Fa0/13, Fa0/14, Fa0/15, Fa0/16
Fa0/17, Fa0/18, Fa0/19, Fa0/20
Fa0/21, Fa0/22, Fa0/23, Fa0/24
Gi0/1, Gi0/2

down
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10 students active

20 staff active

99 management active
1002 fddi-default act/unsup
1003 token-ring-default act/unsup
1004 fddinet-default act/unsup
1005 trnet-default act/unsup

VLAN Type SAID MTU Parent RingNo BridgeNo Stp BrdgMode Transl Trans2
1 enet 100001 1500 - - - - - 0 O
10 enet 100010 1500 - - - - - 0O O
20 enet 100020 1500 - - - - - 0 O
99 enet 100099 1500 - - - - - 0O O

VLAN Type SAID MTU Parent RingNo BridgeNo Stp BrdgMode Transl Trans2

1002 fddi 101002 1500 - - - - - 0O O
1003 tr 101003 1500 - - - - - 0O O
1004 fdnet 101004 1500 - - - ieee - 0O O
1005 trnet 101005 1500 - - - ibm - 0O O

Remote SPAN VLANS

Primary Secondary Type Ports

S3#

S3#

S3#

S3H#

S3#

S3#

S3#

S3H#

S3#

S3#

S3#sh int trunk

Port Mode Encapsulation Status Native vlan
Fa0/4  on 802.1q trunking 99
Fa0/5 on 802.1q trunking 99
Pol on 802.1q trunking 99
Port Vlans alowed on trunk

Fa0/4  1-4094

Fa0/5  1-4094

Pol 1-4094

Port Vlans alowed and active in management domain
Fa0/4  1,10,20,99
Fa0/5  1,10,20,99
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Pol 1,10,20,99

Port Vlans in spanning tree forwarding state and not pruned
Fa0/4  1,10,20,99
Fa0/5  1,10,20,99
Pol 1,10,20,99

S3#sh spannin
S3#sh spanning-tree

VLANOOO1
Spanning tree enabled protocol rstp
Root ID  Priority 24577
Address  84b5.1773.c200
This bridge is the root
Hello Time 2sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 24577 (priority 24576 sys-id-ext 1)
Address  84b5.1773.c200
Hello Time 2sec Max Age 20 sec Forward Delay 15 sec
Aging Time 300 sec

Interface Role StsCost  Prio.Nbr Type

Fa0/4 DesyFWD 19 1284 P2p
Fa0/5 DesyFWD 19 1285 P2p
Pol Desy FWD 12 128.64 P2p
VLANO010

Spanning tree enabled protocol rstp
Root ID Priority 24586
Address  84b5.1773.c200
This bridge is the root
Hello Time 2sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 24586 (priority 24576 sys-id-ext 10)
Address  84b5.1773.c200
Hello Time 2sec Max Age 20 sec Forward Delay 15 sec
Aging Time 300 sec

Interface Role Sts Cost  Prio.Nbr Type

Fa0/4 DesyFWD 19 1284 P2p
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Fa0/5 DesyFWD 19 1285 P2p
Pol Desy FWD 12 128.64 P2p

VLANO020
Spanning tree enabled protocol rstp
Root ID Priority 24596
Address  84b5.1773.c200
This bridge is the root
Hello Time 2sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 24596 (priority 24576 sys-id-ext 20)
Address  84b5.1773.c200
Hello Time 2sec Max Age 20 sec Forward Delay 15 sec
Aging Time 300 sec

Interface Role StsCost  Prio.Nbr Type
Fal/4 Desg FWD 19 1284 P2p
Fa0/5 Desg FWD 19 1285 P2p
Pol DesgFWD 12 128.64 P2p
VLANO099

Spanning tree enabled protocol rstp
Root ID Priority 24675
Address  84b5.1773.c200
This bridge is the root
Hello Time 2sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 24675 (priority 24576 sys-id-ext 99)
Address  84b5.1773.c200
Hello Time 2sec Max Age 20 sec Forward Delay 15 sec
Aging Time 300 sec

Interface Role StsCost  Prio.Nbr Type

Fa0/4 DesyFWD 19 1284 P2p
Fa0/5 DesyFWD 19 1285 P2p
Pol Desy FWD 12 128.64 P2p
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S3#sh ether
S3#sh etherchannel sum
Flags: D - down P - bundled in port-channel
| - stand-alone s - suspended
H - Hot-standby (LACP only)
R-Layer3 S- Layer2
U-inuse f-failed to alocate aggregator

M - not in use, minimum links not met
u - unsuitable for bundling

w - waiting to be aggregated

d - default port

Number of channel-groupsin use: 2
Number of aggregators: 2

Group Port-channel Protocol Ports

------ b b e e e e eeomeees
1 Pol(SU) PAgP  Fa0/2(P) Fal/3(P)

2 Po2(SD) PAgP  Fa0/4(l) Fa0/5(1)

S3#sh vitp stat

VTP Version capable :1to 3

VTP version running 1

VTP Domain Name : example.com

VTP Pruning Mode : Disabled

VTP Traps Generation : Disabled

Device ID : 84b5.1773.c200

Configuration last modified by 0.0.0.0 at 3-1-93 00:25:34
Local updater 1D is 0.0.0.0 (no valid interface found)
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Feature VLAN:

VTP Operating Mode . Server

Maximum VLANS supported locally : 255

Number of existing VLANS : 8

Configuration Revision 3

MD5 digest : 0x92 0x7C 0xC1 0x25 0x43 0x32 0x7F OxCF
0x05 0xB0 0x68 0x95 0xB3 0x76 0x31 OxBC

S3#

S3#

S3#

S3H#

S3#
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